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BIM 360 Network and Firewall Security Checklist

e Internet Explorer is not blocking scripts

e The following URL is in the firewall's safe list:

*.autodesk.com

* google-analytics.com
*.cloudfront.net

* virtualearth.net
*.autocadws.com

* newrelic.com

* .akamaiedge.net
*.amazonaws.com

* getsatisfaction.com
*.autodesk360.com

* skyscraper.autodesk.com
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e Standard TCP/UDP/IP ports 80 and 443 are not blocked

¢ Allow the following URL to ports 80 and 443:
o https://*.autodesk.com and http://amazonaws.com

e Https://*.autodesk.com bypass the filter group and traffic shaper in the content
filter, bandwidth management, and application control software.

e Local network and security policies do not block scripts, web applications, and
Silverlight/Flash applications.

e Anti-virus is not blocking BIM 360 services and components from the server and
locally.

e Allow mails coming from *@autodesk.com, *@autodeskbuildingops.com, and
*@mail.accounts.autodesk.com to go through the anti-spam filtering from the mail
servers and local machines if applicable.

e Add sendgrid.net to Whitelist in the E-mail server.

e Clock settings in the computer and the iPad are set within 5 minutes of the
correct local time.

*Ex Applicable for all BIM 360 and A360 services  ***
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